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4 · NOTE FROM THE EXECUTIVE BOARD

Dear customers and partners,

Securing your assets and future success

GEA is a globally active and leading company, known for its outstanding technologies worldwide, particularly for 

the food industry. Our long-term strategy is based on our central goal to be the partner of choice for customers worldwide. 

For more than 100 years, GEA has continued to develop and set new standards to meet the needs of the market and its 

customers. Today, the need for information security is constantly growing – especially as digitalization increases.

At GEA, we are deeply committed to information security as one of our prime strategic priorities. We shape and design 

our value creation processes to ensure information is handled securely. 

By protecting our own and our partners’ company information, we will all have the prerequisites and the peace of mind 

to focus on what we do best: engineering for a better world.

We invite you to find out on the following pages what we do at GEA to secure your and our information. 

Looking forward to a secure and prosperous future,

Yours sincerely,

Stefan Klebert,    Marcus A. Ketter,   Johannes Giloth,   

Chief Executive Officer   Chief Financial Officer   Chief Operations Officer  



From left to right 

MARCUS A. KETTER, Chief Financial Officer

STEFAN KLEBERT, Chief Executive Officer

JOHANNES GILOTH, Chief Operations Officer



6 · GLOBAL STATISTICS

Information security matters worldwide

With advancing digitalization and globalization,  

the protection of information and sensitive company  

data is becoming increasingly important. Security 

risks and the efforts of companies to protect their  

information are expanding worldwide.  

This is further reinforced by the COVID-19 pandemic  

and its impact on business continuity and remote work.

Every day 

320,000 
new malware programs  

are registered globally1

Cybercrime damage is projected to hit

$6 trillion
annually by 20215
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In Germany, 

75% 
of companies were affected by  

data theft, industrial espionage, and  

sabotage in the past two years2

With

69%, 
theft of data, documents, and devices 

is the most common offense German 

companies have to deal with2

Data breaches compromised 

4.5 billion 
records in the first half of 20183

Sources: 1Federal Office for Information Security (BSI); 2bitkom; 3European Union Agency for Cybersecurity (ENISA), 4IBM; 5Cybercrime Magazine, 6Forbes, 7International Data Corporation, 8Gartner, 9Federal Bureau of Investigation (FBI)

There will be

75 billion
connected IoT devices  

by 20257

A data breach costs

$3.9 million 
on average4

Since the COVID-19 outbreak

88%
of organizations have encouraged 

working from home8

The US FBI reported a

300% 
increase in cybercrimes since  

COVID-19 began9 

Share prices fall

7.27%
on average after a breach6



ISKRO MOLLOV,

Chief Information Security Officer 
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Our commitment 
to protect your information

Dear customers and partners,

Everything we do comes down to information. Digital, physical, and verbal. In products, processes, and in people. 

Information security will have a significant impact on our joint success over the coming years. This is especially true 

since digitalization is advancing with information-based business models, digital production, and Industry 4.0 processes. 

GEA strives to be the world’s leading technology group, providing innovative and sustainable solutions for sophisticated 

process industries. Accordingly, it is our goal to have a profound, secure, effective, and efficient Information Security 

Management System (ISMS) in place.

We work hard every day to achieve this. At GEA, we operate and continuously improve our global ISMS, which consists  

of preventive, detective, reactive, and corrective security measures against growing security threats. From top management 

to every employee, each member of the GEA Group worldwide is committed to protecting your and our information in  

the best possible way within their area of responsibility.

As Chief Information Security Officer at GEA, I will be glad to answer your questions about this important topic at any time. 

Please contact me at security@gea.com.

Yours sincerely,

Iskro Mollov,

Chief Information Security Officer

mailto:security%40gea.com?subject=


10 · OUR INFORMATION SECURITY APPROACH AT GEA

Information security at GEA

Our overall objective of information security at GEA is 

to protect all kinds of sensitive information: intellectual 

property, strategic, pricing, personal information and 

other know-how processed by GEA, regardless of its 

format. Because information security applies to physical, 

electronic and verbal information alike.

Our goal is to adequately protect all information assets

from theft, loss, unauthorized disclosure, unlawful

access, misuse, unauthorized modification, and destruc-

tion. We achieve this by covering the core values of

information security – confidentiality, integrity, and

availability – also known as “CIA.”

Information security is one of our prime strategic priorities. We shape and 

design our value creation processes to ensure information is handled securely. 

CONFIDENTIALITY 

prevents or minimizes unauthorized 

access to information

INTEGRITY 

ensures the reliability and correctness 

of information

AVAILABILITY 

ensures that authorized subjects are 

granted timely and uninterrupted access 

to information
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Information Security Management System (ISMS)

For this purpose, GEA operates and runs a global 

Information Security Management System (ISMS). 

It supports the Executive Board, managers, and all  

GEA employees in protecting sensitive information.

The security measures are taking preventive effect in 

order not to suffer security risks in the first place. But 

we have also defined detective and corrective measures 

to respond to successful attacks in a timely manner.

GEA’s ISMS is based on the ISO/IEC 27001 standard, 

takes on board industry-specific regulations, is con-

tinuously further developed by our Chief Information 

Security Officer, and reviewed and approved by the 

Executive Board.
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INFORMATION SECURITY MANAGEMENT SYSTEM (ISMS)

Information Security Governance

Requirements management
Assets, classification, & 

   risk management
KPIs & reporting

Audit & 
   nonconformity management

Strategy development & steering Awareness & training Incident management
Business continuity management, 
emergency, & crisis management SE
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Requirements, risk levels, standards

OT Security
Secure information

in production & 
engineering network 

& systems

IT Security
Secure information in 

office IT network 
& systems

Physical Security
Secure information
in sites, buildings, 

& offices

Supplier Security
Secure information
in the procurement  

& supply chain

Product Security
Secure GEA’s 

digital products

HR Security
Secure information 

in people’s minds and 
prevent oversight & 

insider threats

Digital Media 
Security

Secure web & social 
media presence
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FIRST LINE OF DEFENSE

Seven focus areas address risks (threats and vulnerabili-

ties) where they occur:

IT Security 

We protect GEA’s IT infrastructure, core IT services, and 

applications. Among others, this includes IT security 

architecture, network protection, perimeter and zoning, 

cloud security, and Office 365 security, which is one of 

the central applications at GEA. 

Physical Security  

We protect information in sites, buildings, and offices. 

To prevent unauthorized access and damage to GEA’s 

information and information processing facilities, we 

manage, control, and audit physical access to sensitive 

areas, create security concepts for facilities, and roll 

out awareness training as well as related policies and 

processes. 

Supplier Security 

We protect all GEA information assets that are acces-

sible to suppliers. The suppliers' security level must 

be compliant with our requirements, with those of our 

customers, and with applicable laws, and are integrated 

into the agreements and contracts with our suppliers.

HR Security 

We control identities centrally and manage access rights 

on relevant IT services and applications. We conduct  

security-related training and campaigns among employees 

to raise the awareness of the responsibility each and every 

one of us has in terms of protecting our information.

OT (Operational Technology) Security 

We protect GEA’s production environments. Digital 

production and Industry 4.0 processes are increasingly 

important at GEA. OT Security ensures secure handling 

of all information within digitally driven production 

processes. 

Product Security

We establish security as an integral part of products 

and product development at GEA. It ensures that all 

GEA products, apps, and cloud services are secure and 

protected, and that the same is true for the customer 

environments in which they are operated. 

Digital Media Security 

We protect GEA’s online presence through web moni-

toring, domain management, web application security, 

and continuous process improvement. We further make 

sure that content production platforms are secure to 

use, that access is managed according to our guidelines, 

and that users are trained to use them securely.

SECOND LINE OF DEFENSE

As a second line of defense, the Chief Information 

Security Officer is responsible for Information Security 

Governance. He establishes the security levels at GEA 

by defining the security requirements, risk levels, and 

standards.

Within the ISMS, we operate and maintain two lines of defense against major security risks:



14 · BENEFITS

Benefits for our customers and partners

Peace of mind

Your data is safe with us since we protect all information assets, 

including those of our customers and partners.

Competitiveness

Your competitiveness is preserved since we protect intellectual property 

(e.g., solutions tailored to you) against theft and espionage.

Security of supply

Your supply of GEA machinery, plants, or process technology is secure  

since we defend against sabotage and loss of production.

Protected infrastructure

Your infrastructure is protected since we defend against attacks targeting 

your systems through our GEA environment.

Thanks to GEA’s Information Security Management System we protect 

all information assets through effective, efficient and modern methods. 

As a GEA customer or partner, you benefit from:





“Engineering for a better world” is the driving and energizing principle connecting GEA’s workforce. As one of the largest  

systems suppliers, GEA makes an important contribution to a sustainable future with its solutions and services, particularly  

in the food, beverage, and pharmaceutical sectors. Across the globe, GEA’s plants, processes, and components contribute  

significantly to the reduction of CO2 emissions, plastic use, as well as food waste in production. 

GEA is listed on the German MDAX and the STOXX® Europe 600 Index and also included in the DAX 50 ESG and  

MSCI Global Sustainability indexes.

We live our values.
Excellence • Passion • Integrity • Responsibility • GEA-versity
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GEA Group

Aktiengesellschaft 

Peter-Müller-Str. 12

40468 Düsseldorf, Germany

Tel +49 211 9136-0   

Fax +49 211 9136-31087

gea.com


